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Part 1: Configuring Roles
Parent (Primary) Management Server
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Step 1: Open the Management Client.
Note: Run as administrator
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Milestone
XProtect® Management Client 2022 R3

Computer:

z Management
lpmnaryrecl.vegadomn.com I+_> Server
Authentication:
[Windows authentication v ]

Domain: vegadomn.com

User name:

I vegadomn.com\milestone [ v]

Password:

........'

Remember password

Sign in Close

Step 2: Login into the Parent Management Server as a domain user with admin privileges. (Federated Deployments)
Login into Management Server as a user with admin privileges (Non-Federated Deployments)
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Step 3: Select Roles under Site Navigation — Security
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Step 4: Right-Click Roles and select Add Role
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Add Role X

Operator_Role

OK Cancel

Step 5: Provide a Role name and click OK.
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Step 6: Select Users and Groups from the bottom toolbar for the created role.
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Step 7: Click Add and Select Windows user (Federated Deployments)
Click Add and Select Basic or Windows User (Non-Federated Deployments)
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Select Users, Computers, or Groups X

Select this object type:
|Users, Groups, or Builtin security principals l [ Object Types... ]

From this location:
|vegadomn.com I | Locations...

Common Queries

Name:  [Statawth v | | Columns...|
Description: | Starts with
Disabled accounts Stop

Non expiring password

P
Days since last logon . ?JZ«

I-Flseﬂ {user1@vegadomn.com)

Select Users, Computers, or Groups X
Select this object type:
lUsefs. Groups, or Builtin security principals l ' Object Types... '
From this location:
lvegadomn com ] Locations... j
Enter the object names to select (examples):

| Check Names '

|

Name E-Mail Address Description In Folder A
9% sChannel Aut...

%Schema Admins Designated administrators of the... vegadomn.com/Users

@ seir

2% service

E{ Service assert...

9 sysTEM

92 TERMINALS...

fosert  vegadomncom/Uses |

User. VEg ‘com

v

Advanced... [

Step 8: Select domain user(s) from the list and click OK. (Federated Deployments)
Select basic or windows user(s) from the list and click OK. (Non-Federated Deployments)
In the following step, verify the selected user and click OK.
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Step 9: Select View Group from the bottom toolbar. Select the created Role.
Select the permissions for the Role - Read, Edit, Delete, and Operate.
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Step 10: Select Device from the bottom toolbar.
Select a camera or camera group from the list to be permitted for the user. 12
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Step 11: Select the needed camera actions (Read, Live, Playback and Read Sequence)

for the selected camera or camera group. 13



© Milestone XProtect Management Client 2022 R3

File View Action Maintesnce Took Help

H92 oen

Site Narnigation v i x

[ =@ PRMARYREC - (22 %)
= (1) Basics
5] Ucense informanon
(] Soe Ieformation
= B Remote Connect Services
5 ‘uis One-cick Camera Connection
@ Servers
)l Recerding Servers
1 Filover Servers
£ Motile Servers
R Devices
“® Camerss
P Microghones
@ Speskers

B3 View Groups
£2 Swant Client Profles
27 Macagement Chert Frofiles
) Mavix

1 @ Rues and Everts
[E) Rules
) Time Profies

1 Notrécason Profles

R Userdeired Everss
R Lealyscs Everss
Ry Gereric Events

.Sstm»um

£ Trarsaction sources
¥ Transacthon definons
# B Awrma
3 i MIP Plug-ing

Site Navigation  Fadersind Ste Herarch

T\ UserLmited

© o W Users and Grows Mg Externsd IDP ) Oversll Securty @ Device of* PTZ o) Speech ] Remote Recordings 8 Seart Wt R External Everts &5 View {

R
0 severs)

Foles « 9 [Rele Setinga -
[ Sebect sevvers

i scmmisyaors (sameisrone |0 E—

¥ Operator_Role g S

9 larme [l Access Cortrol EJLPR &3 ncderts ) MIP

Step 12: Select Servers from the bottom toolbar. Tick the child management server listed.
Note: By giving access to the child server, RMF switching will be possible when the parent site is offline.

Note: Skip this step, if non-federated deployment
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Part 2: Role Replication
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Step 1: Select the RMF plugin from Site Navigation — MIP Plugins 17
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Step 2: Expand RMF and select Redundancy Configuration.
Choose Role Synchronization from the list. 18
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Step 3: Click Launch Role Replicator.
19



2, Roles — X

Connect to Site | '/(

Management Server

E
Management Server address and credentials / i
2
Server: http://localhost/ | é
, B E
Authentication: | Windows Authentication | 5
8
Usemame: Ivegadomn .com\milestone l
Password: oemoses | Domain Admin

User

Note: If you're in an XProtect Federated Setup, please log in to the parent management server.

e ]| X

sales@vega25.com

Step 4: Login into the Parent Management Server as a domain user with admin privileges. (Federated Deployments)

Login into the Management Server as a user with admin privileges. (Non-Federated Deployments) 20



2, Roles . X

2,

Roles - Add/Sync

Please note that the following step may take several minutes to complete depending on the number of
cameras and roles involved.

X

Step 5: Click Next to continue with the role replication process.
Note: RMF Role Replicator replicates only the roles that are associated with the cameras
that are being managed by RMF.

W
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"a Roles -
Roles - Add/Sync

RMF Cameras Status Result

AXIS M3044-V Network Camera (172.16.0.3) - Camera 1 Skip(admin only) g

AXIS M3044-V Network Camera (172.16.0.3) - Camera 2 Skip(admin only) E

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 1 Skip(admin only) ﬁ

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 10 Skip(admin only) ﬁ

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 11 Skip(zdmin only) i

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 12 Skip{admin only) £

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 2 Skip(admin only) §

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 3 Skip(admin only) g

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 4 Skip(admin only) =

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camerz 5 Skip(admin only) é

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camerz 6 Skip(admin only) %

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 7 Skip(zdmin only) ©

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camerz 8 Skip(zdmin only)

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 9 Skip(admin only)

AXIS M5013 PTZ Dome Network Camera (172.16.0.4) - Camera 1 Re-check

AXIS M7014 Video Encoder (172.16.0.14) - Camera 1 Skip(admin only)

AXIS M7014 Video Encoder (172.16.0.14) - Camera 2 Skip(admin only)

AXIS M7014 Video Encoder (172.16.0.14) - Camera 3 Skip(zdmin only)

AXIS M7014 Video Encoder (172.16.0.14) - Camera 4 Skip(admin only)

AXIS M7014 Video Encoder (172.16.0.14) - Camera 5 Skip(zdmin only) v £
. 2 :

-

Step 6: All the roles from the parent (primary) site are listed.
Click Sync to copy the roles to the child (secondary) site. 22



"& Roles — X
RMF Cameras Progress Status Result
AXIS M3044-V Network Camera (172.16.0.3) - Camera 1 [ Skip(admin only)

AXIS M3044-V Network Camera (172.16.0.3) - Camera 2 [ Skip(admin only)

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 1 ["""1 Skip(admin only)

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 10 1 Skip(zdmin only)

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 11  E— Slqp(ach'nm only)
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Came

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18)
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) 4¢
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) Synchronizing camera role settings across recording servers. Please wait
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) 4¢
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) {Cainzic o [ — :.uup\«mun oy

AXIS M3058-PLVE Fixed Dome Netviork Camera (172.16.0.18) ~Camera

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 8 — Skxp(admm only)

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 9 [ Skip(admin only)

AXIS M5013 PTZ Dome Network Camera (172.16.0.4) - Camera 1 1 Re-check

AXIS M7014 Video Encoder (172.16.0.14) - Camera 1 [ Skip(admin only)

AXIS M7014 Video Encoder (172.16.0.14) - Camera 2 [ Skip(admin only)

AXIS M7014 Video Encoder (172.16.0.14) - Camera 3 [ Skip(admin only)

AXIS M7014 Video Encoder (172.16.0.14) - Camera 4 1 Skip(admin only) v

< R ————————————————————————————— >

X
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Step 7: Roles being synchronized from the parent (primary) site to the child (secondary) site.
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RMF Cameras

AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 1
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 10
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 11
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 12
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 2
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 3
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 4
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 5
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 6
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 7
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 8
AXIS M3058-PLVE Fixed Dome Network Camera (172.16.0.18) - Camera 9
AXIS M5013 PTZ Dome Network Camera (172.16.0.4) - Camera 1

AXIS M7014 Video Encoder (172.16.0.14) - Camera 1

AXIS M7014 Video Encoder (172.16.0.14) - Camera 2

AXIS M7014 Video Encoder (172.16.0.14) - Camera 3

AXIS M7014 Video Encoder (172.16.0.14) - Camera 4

AXIS M7014 Video Encoder (172.16.0.14) - Camera 5

AXIS P3807-PVE Network Camera (172.16.0.26) - Camera 1

<

e
Skip(admin only)
Skip(admin only)
Skip(admin only)
Skip(admin only)
Skip(admin only)
Skip(admin only)
Skip(zdmin only)
Skip(admin only)
Skip(admin only)
Skip(zdmin only)
Skip(admin only)
Skip(zdmin only)
Re-checked successfully
Skip(admin only)
Skip(zdmin only)
Skip(admin only)
Skip(admin only)
Skip(admin only)
Skip(admin only)

IIEEEFEEEEFETTTE

JRETRIRIIIIRIAIRIRIIRRRRY
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Step 8: Click Finish after role synchronization.
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© Midestone XProtect Management Chent 2022 R3
File View Action Maintenance Tools Help
HY9 oen

St0 Navigation ~ 3 x [Cenguration ey

% Ais One-click Camers Connection A
& [ Servers

P Recording Servers

Y Failover Servers

11 Mobite Servers
& % Devices

[ Current Tasks
@ System Monitor
&4 System Monitor Thresholds

< >

~

..' Vega

Site Nevigabon  Foderated St Hisrarchy
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Step 9: Click Finish.
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Part 3: Configuring Views - Smart Client

L
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Milestone

XProtect” Smart Client 2022 R3

R

Computer

primaryrec1.vegadomn.com Parent Server

Authentication

Windows authentication

Domain: vegadomn.com

llser name

vegadomn.com\milestone Admin User

Password

Confidential & Proprietary, Vega Systems Inc.

Remember password
O Auto-login

% on‘ Close

sales@vega25.com

Step 1: Open the Smart Client.
Login into the Parent Management Server using domain admin user credentials.(Federated Deployments)

Login into Management Server using admin user credentials (Non-Federated Deployments)
27



& Milestone XProtect Smart Client

Live Playback Exports Search Alarm Manager ¢ Incidents RMF Bookmark Viewer System Monitor 10:23:18 PM 'ﬁ :

XProtect < s v e
— | o 10:21:55 PM  Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 10/12/2023. To fully cense the...

Private
W test

Userlmited

-

4 Alarms
%, MIP SDK Samples
& PRIMARYREC1
% RMF

S~ .
Carousel

9]
£
°
£
g
g
2
2
12
©
oy
>
=
z
]
g
©
=
5
°
a
=4
=
=
5
3
£
S
O

+] Hotspot

) HTML page
] Image
1A Map
M3 Matrix
48 Smart map
SIS Smart Wall
=" SureStream

! Text
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Step 2: Switch to Setup mode.
Select the created view set corresponding to a role from the Views menu.
(Milestone creates view sets for each role)




# Milestone XProtect Smart Client O

Live Playback Exports Search Alarm Manager ¢ Incidents RMF Bookmark Viewer System Monitor 10:24:54 PM 'ﬂ &

XProtect € SS

_ o 10:221:55 PM  Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial Bcense expires on 10/12/2023. To fully license the...
BERE & teworow J—

» [aw Private
¥ test

* & UserLmited

[y

’ Alarms
»: MIP SDK Samples
& PRIMARYREC1

» % RMF
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[4) Carousel
+ Hotspot
HTML page

4] Image

181 Map

=% Matrix
941 Smart map
5% Smart Wall
="= SureStream

3 Text

sales@vega25.com

Step 3: Add a New Group by right-clicking the Role




# Milestone XProtect Smart Client a

Live Playback Exports Search Alarm Manager g Incidents RMF Bookmark Viewer System Monitor 10:25:33 PM 'ﬂ &

XProtect € SS v

_ o 10:21:55 PM  Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial ficense expires on 10/12/2023. To fully license the..

W Operator_Role

W

& Newgroup

* [ Private ~ —_—
| New view > 43 > N

W test
Rename 43 portrait ’

UserLmited
Delete 16:9 »

% Copy 16:9 portrait ’

[E—_________ =

Alarms
+ MIP SDK Samples
~ PRIMARYREC1

9]
£
°
£
g
g
2
2
12
©
oy
>
=
z
]
g
©
=
5
°
a
=4
=
=
5
3
£
S
O

* RMF
[ Carousel

+] Hotspot

HTML page

4 Image

A Map
B Matrix
P41 Smart map
%% Smart Wall

.
=~ SureStream
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| Text
e 4

Step 4: Right-click the group and add a New View. Select the needed view.




# Milestone XProtect Smart Client O
Live Playback Exports Search Alarm Manager (4 Incidents RMF Bookmark Viewer System Monitor 10:26:07 PM 'ﬁ -

XProtect £ RMF View v
4 A e R -
RMF © 1021:55PM  Thank you for using this trial icense to demonstrate or evaluate the XProtect video management software. The trial license expires on 10/12/2023. To fully license the...
% ss
test

[ test

UserLmited

Shortcut:

Alarms
¥ 5 MIP SDK Samples
» A& PRIMARYREC1
4 % RMF
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RMF Bookmark Viewer

[5) Carousel

3 Hotspot

. HTML page
(& Image
M Map
B Matrix
48 Smart map
532 Smart Wall

="= SureStream
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B Text

Step 5: Drag and drop the RMF plugin from the Systems Options to the view.




ect Smart Client

Live Playback Exports Search Alarm Manager ¢ Incidents RMF Bookmark Viewer System Monitor 10:26:50 PM 'ﬁ & .
& Mapped List
XProtect RMF Vi - a m— = ST
< - - AXIS M3044-V Network Camera {172.16.0.3) - Camera 1
. FoaF © 102155PM  Thank you for using this trial Scense to demonstrate or evaiate the XProtect video management software, The trial icense expires on 10/12/2023. To fully iikense the. x AL L Lamera (1/2.16.U.3) - Lamera £
Wi ss S xed Dome Network Camera (172 16.0.18) - Camera 1

Fxed Dome Network Camera (17216 0.18) - Camera 8
PLVE Fxed Dome Network Camera (172.16.0.18) - Camera 9
PTZ Dome Network Camera (172.16.0.4) - Camera 1

)14 Video Encoder (172.16.0.14) - Camera 1

14 Video Encoder (172.16.0.14) - Camera 2

Seaumdancy Mamagemen: F ramewont (M
test L ” ﬂ

» Userlmited

' B i a
AXIS M7014 Video Encoder (172.16.0.14) - Camera 3
Shartout: Set AXIS M7014 Video Encoder (172.16.0.14) - Camera 4
Awaling Camera selection AXIS M7014 Video Encoder (172.16.0.14) - Camera 5
— AXIS P3807-PVE Network Camera (172.16,0.26) - Camera 1
* o Aarms
¥ % MIP SDK Samples
* & PRIMARYRECT
4 % RMF "=

RMF Bookmark Viewer
[5) Carousel

Hotspot

HTML page

=] image
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01Y Map

B Matrx

I Smart map
Smart Wall

=*= SureStream

Text
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Step 6: Click the “C” button on the RMF view, as shown above.
From the mapped (deduplicated) camera list, select a camera which was
permitted to this role, when creating the role.



# Milestone XProtect Smart Client
Live Playback

XProtect

= Views

Operator_Role
4 [ RMF Group

(]

Exports Search Alarm Manager g Incidents RMF Bookmark Viewer System Monitor 10:27:32 PM 'ﬂ &

< RMF View B Setup

I o 10:21:55 PM  Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial iicense expires on 10/12/2023. To fully license the..

AXIS M3044-V Network Camera (172.10.03) - Camera 1

RMF: primaryrect vegadomn.com 3670 m 17.144253

EJ RMF View

4 9w Private
4 [ New Group
4! RMF
# sS
test
test

4 UserLmited
B Cameras

¥ & PRIMARYREC1

#*®  MIP plug-ins
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Step 7: Exit the Setup mode. Verify the Live view from the selected camera.



Part 4: Verifying live view switching for a permitted
user

L
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Milestone

==" XProtect® Smart Client 2022 R3

R

Computer
primaryrec1.vegadomn.com Primary Server

Authentication

Windows authentication

Domain: vegadomn.com

User name User which was

vegadomn.com\user1 permitted to
Operator_Role

Password

Confidential & Proprietary, Vega Systems Inc.

[C] Remember password

" on‘ d g Close

sales@vega25.com

Step 1: Open the Smart Client.
Login into the Parent Management Server using user credentials which was permitted in the role.(Federated Deployments)

Login into Management Server using user credentials which was permitted in the role (Non-Federated Deployments)
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Live Playback Exports Search RMF Bookmark Viewer System Monitor 10s5223pM e o

XProtect €  RMF View v B Setup

= Views ~ © 102831PM Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial icense expires on 10/12/2023. To fully license the...

AXIS M3044-V Network Camera (172.16.0.3) - Camera 1

RMF: primaryrect vegadomn.com 8.00m 1884263
= Operator_Role
4[5 RMF Group

T —

* @ Private

’ UserLmited
B Cameras

» A& PRIMARYRECT

g
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«»
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)
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=
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1]
=
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z2
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]
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o
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Step 2: Select the newly created view from the view group. Verify the live view.
Note: The live view is from parent (primary) server.




# Milestone XProtect Smart Client o

Live Playback Exports Search RMF Bookmark Viewer System Monitor 102942 o o

XProtect €  RMF View v ) Setup

Views o 10:28:31 PM  Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial iicense expires on 10/12/2023. To fully license the..

AXIS M3024-V Network Camera (172.16.0.3) - Camera 1

RMF: primaryrec2 vegadomn.com 1640 m 6.83d253
¥ Operator_Role

RMF Group

A74r o

@ Private

UserLmited
Cameras

~& PRIMARYREC1
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Step 3: Stop the parent (primary) recording server.
The live view switches to the child (secondary) recording server.




Part 5: Setting “Do not skip gaps” from Management
Client by admin user

L
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Note: Setting to “Do not skip gaps”, RMF will look for the missing
video on another recording server and proceed to play it.

N
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Open
@ Move to OneDrive

Run with graphics processor
Ope_n file Ioc_ation
(=} Run as administrator
"8 Share with Skype
Troubleshoot compatibility

Pin to Start
7-Zip
CRC SHA
Ea Scan with Microsoft Defender...

Pin to taskbar

Restore previous versions
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Send to

Cut

Copy
Paste

Create shortcut
Delete

Rename

Properties
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Step 1: Open the Management Client.
Note: Run as administrator 40



Milestone <
XProtect® Management Client 2022 R3 ”‘)

Computer:

z Management
lpmnaryrecl.vegadomn.com I+_> Server
Authentication:
[Windows authentication v ]

Domain: vegadomn.com

User name:

I vegadomn.com\milestone [ v]

Password:

Confidential & Proprietary, Vega Systems Inc.

........'

Remember password

Sign in Close

sales@vega25.com

Step 2: Login into the Parent Management Server as a domain user with admin privileges. (Federated Deployments)
Login into Management Server as a user with admin privileges (Non-Federated Deployments) 41



@ Milestone XProtect Management Client 2002 R3

." Vega

Confidential & Proprietary, Vega Systems Inc.

O inlo £ Genersk % Advanced = Live QuPuayback £ Sep £D Expont m Temelion [ Access Contred [§] Marm Manager [ Smact map [ View Layouts
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Step 3: Goto Site Navigation — Client — Smart Client Profiles.
Select the Smart Client Profile associated with the Role. Select Timeline from the bottom toolbar.

Set to Do not skip gaps under Playback.
42



© Milestone XProtect Management Client 2022 R3 - o X
File View Action Msintensnce Tooks Help

H9 Oen
|G Nsvigsbon d Foles o PRy

= @ PRMARYRECT - (223 w | 5 3 Smart Client Profiles (scred by preriy) Smart Clent peofie sesings - Timeline
£ Defaut Swart Client Profle

." Vega

cjejefejejejc]¢
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© o $ General O, Advanced “x Live QPizyback §h Sewp I Expont m Timeme Jk Access Conrol @] Mlarm Mansger [ Smartmap [ 7 View Layous
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Step 4: Tick the option Locked for Playback.
Note: Administrators can lock the settings for each role through Smart Client Profiles, users cannot change the

setting that is locked.
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[## Teansaction definitions
8 Alarms
ag MIP Phag-ins
Site Navigation Federsted Sie Hiersrchy @\ £ Genersl O, Advanced u Live @ Playback % Setup KD Export . Timeline [ Access Control [@] Alorm Mansper [l Smert map [ View Layouts
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Step 5: Click Save.
Note: “Do not skip gaps” option has to be set for all the SmartClient profiles related to RMF. 44



