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RMF Web API
RMF Web API provides an authenticated REST interface through which third-party software such as 
analytics can obtain XProtect dual-recording redundancy information. In addition, third-party 
software can utilize such information to obtain video from redundant sources via the MIP SDK, 
should a primary source fail.

The RMF Web server runs on the XProtect management server. In federated deployments, the RMF 
web server resides on the XProtect management server of the parent site. 

It is installed at port 2020 by default. The port number can be modified using IIS or the RMF 
configuration wizard.



Use Cases
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Step 1: Query RMF Web API to obtain mapping and redundancy information

POST to 
RMF Web API 

with credentials
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Step 2: Sourcing from Recording Server 1

Video from 
Recording Server 1
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Step 3: No Video from Recording Server 1

No Video from 
Recording Server 1
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Step 4: Utilize Redundant Source from Recording Server 2

Source redundant 
video from 

Recording Server 2
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Refresh to obtain latest mapping and redundancy information

POST to 
RMF Web API 

with credentials



API Usage - Help
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GET http://<Management_Server_IP>:<RMF_API_PORT_NUM>/VegaSystems/Help
Sample: http://localhost:2020/VegaSystems/Help
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GET http://<Management_Server_IP>:<RMF_API_PORT_NUM>/VegaSystems/Help/Api/POST-RMF-Mapping

Sample: http://localhost:2020/VegaSystems/Help/API/POST-RMF-Mapping
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API Response - XML
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POST http://<Management_Server_IP>:<RMF_API_PORT_NUM>/VegaSystems/RMF/Mapping?type=XML

Body

{
"username": <Xprotect credentials>,
"password": <XProtect credentials>,
“search”: [<string1>,<string2>,...]

}
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Camera managed by RMF

Parent / Primary Server

Child / Secondary Server



API Response - JSON
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Body
{

"username": <Xprotect credentials>,
"password": <XProtect credentials>,
“search”: [<string1>,<string2>,...]

}

POST http://<Management_Server_IP>:<RMF_API_PORT_NUM>/VegaSystems/RMF/Mapping?type=json
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Camera managed by RMF

Parent / Primary Server

Child / Secondary Server


